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Searching for a modular diagnostic tool based on standards? Have a look on our MDT!
http://www.sontheim-industrie-elektronik.de/en/products/automotive/diagnostics-tools/

MDT 2.0
Next Generation Diagnostic Tool   
Based on ODX and OTX Standard

  Your reliable partner for innovative CAN systems

  From design over implementation to testing

Error passive frames comprise the 6-bit error flag (all 
recessive), the 1-bit to 6-bit overlapping error flag 

caused by other nodes, and the 8-bit recessive error 
delimiter. The ISO 11898-1:2015 standard reads “the 
passive error flag is complete when these 6 equal bits 
have been detected”. What does this mean? It means, 
when a receiving node in error passive mode, which has 
signaled an error, is detecting 6 consecutive recessive bits 
(length of the passive error flags) on the bus, it completes 
its passive error flag. Now, this node is allowed to transmit 
CAN frames again.

If there is heavy traffic, on the bus by other nodes, it 
can take a while, until the passive error flag is completed. 
In this time, the node is not able to transmit other data 
frames. 

When the error flag 
is sent, the other nodes 
might not detect this passive 
error flag at all, because 
they cannot distinguish 
between bus-idle (recessive 
state) and the error frame 
made entirely by recessive 
bits.

This is a critical 
situation from the viewpoint 
of the network system. 
Data consistency is not 
more provided. Therefore, 

the application layer should take care on this scenario. 
In CANopen, the Emcy message is used to indicate to 
the other nodes, that the CAN interface of this CANopen 
device is in error passive state and cannot indicate a 
corrupted data frame received from another node. But you 
can do more: The CANopen device can already transmit an 
Emcy message, when it reaches the error warning level (by 
default 96 for TEC and REC). Therefore, CiA recommends 
supporting the related 8120h error code in Emcy messages. 
Reaching the error warning level, can also be indicated in 
the EMCY message in the manufacturer-specific field. 
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The non-profi t CiA organization promotes CAN and CAN FD, 
develops CAN FD recommendations and CANopen 
specifi cations, and supports other CAN-based higher-layer 
protocols.

Join the community!
u Initiate and infl uence CiA specifi cations

u Receive information on new CAN technology and 
 market trends

u Have access to all CiA technical documents also in 
 work draft status

u Participate in joint marketing activities

u Exchange knowledge and experience with other 
 CiA members

u Get the CANopen vendor-ID free-of-charge

u Get credits on CANopen product certifi cations

u Get credits on CiA training and education events

u Benefi t from social networking with other CiA members

u Get credits on advertisements in CiA publications

For more details please contact CiA offi ce 
at headquarters@can-cia.org
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